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Abstract:
Network-attached storage (NAS) technology has emerged as a vital solution in the evolving landscape of data 
management and storage. With the exponential growth of data and the increasing demand for efficient, scalable storage 
solutions, NAS systems offer a centralized, cost-effective, and flexible alternative to traditional storage methods. This 
paper explores the application and advantages of NAS technology in various scenarios, from home and small business 
environments to large enterprises. It highlights the key strengths of NAS systems in optimizing data storage, ensuring 
data security, and facilitating cross-device sharing. The study delves into the architectural components of NAS, 
including file systems, RAID configurations, and network protocols, to demonstrate how these technologies enhance 
storage performance and reliability. Technical details on NAS system design, such as the integration of advanced file 
systems and user-level networking technologies, are discussed to showcase their impact on data transfer efficiency 
and overall system performance. Experimental results validate the effectiveness of NAS in different environments, 
illustrating its ability to provide high availability, data redundancy, and low-latency data access. The findings underscore 
NAS technology’s potential as a versatile and scalable storage solution, with recommendations for future research 
focused on developing new file systems, optimizing network protocols, and exploring edge computing integrations to 
further enhance NAS capabilities.
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1. Introduction
Nowadays, mobile devices are ubiquitous and complicat-
ed. Those products not only face consumer users but also 
some small and medium-sized companies. Connectivity 
between devices is a primary player in the usage experi-
ence. Especially in multi-device connected environments, 
user demand for storage and data access has grown dra-
matically. As the demand for HDR videos, cloud storage 
services, and cross-device data sharing increases, tradi-
tional local storage is no longer sufficient, driving the 
need for network-attached storage (NAS).
In the 1980s, early concepts appeared. The concept of 
centralized storage began to take off, mainly in main-
frame and minicomputer environments, with disk drives 
connected to a central computer. The first NAS device 
was published in the 1990s. It was designed solely for 
file storage over a network began to appear. Throughout 
the 1990s, NAS grew in popularity, especially in envi-
ronments where ease of management and scalability were 
important, such as businesses and educational institutions. 
In the 21st century, because of the development of storage 

hardware and network technology, NAS had a significant 
improvement in the 2000s.
During this period, NAS also started to become more ac-
cessible to consumers. Some companies began offering 
NAS devices for home and small business use, providing 
an easy way to back up data, share files, and stream me-
dia. Nowadays, with the rise of cloud computing, modern 
NAS devices often integrate with cloud storage services, 
allowing for hybrid storage solutions. Users can store data 
locally on the NAS and replicate or back up that data to 
the cloud. In addition, edge computing will grow rapid-
ly in the future. NAS devices may serve as edge storage 
nodes, processing and storing data closer to where it is 
generated, reducing latency and bandwidth usage.
Chapter 2 is a literature review. The different uses of NAS 
are described in this chapter. Chapter 3 introduces meth-
odological techniques and modeling foundations. Discuss-
ing different transmission protocols and high-performance 
NAS system design and optimization. Chapter 4 is appli-
cations. NAS is used in family cases in large enterprises 
and cross-geographical environments. Chapter 5 is about 
testing and modeling assessment. The system reliability 
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and cost-effectiveness analyses and performance test. 
Chapter 6 is the conclusion. It proposes future research in 
the development of NAS technology, which may include 
the exploration of new file systems, new network proto-
cols, or more efficient data transfer techniques.

2. Literature Review
2.1 NAS in The Home and Small Business
NAS is currently a new direction in storage, and it’s al-
ready being used and done a lot of work in homes and 
small businesses. The emphasis of home NAS is on price/
performance. Most home NASs already support multi-
drive, which means more than two hard drives can be 
installed at the same time. Currently, most home NASs 
support both Windows and Mac systems. With good com-
patibility and low storage cost, you can set up a NAS-
based home data center [1]. The NAS storage mechanism 
is to separate the data that needs to be stored from the 
network, and all the data of the devices in the network is 
stored in the NAS storage device. This storage mecha-
nism reduces the load on the servers in the network and 
improves the performance of the entire network [2]. The 
main difference between NAS and DAS is NAS connects 
the local area network directly [3]. NAS local server is 
one of the control and service core of the IoT smart home 
control system. The NAS server allows you to freely build 
a home film library without having to put up with the 
advertising and membership restrictions of major video 
platforms [4]. NAS has enough storage space for multiple 

backup functions to protect data effectively for homes and 
businesses [5]. In this condition, NAS has plenty of ad-
vantages in the home and the small business, for instance, 
high versatility, low cost, high data security redundancy, 
and rich application scenarios.

2.2 Advantages and Challenges of Enterprise 
NAS Systems
Enterprise NAS systems are common in internet compa-
nies. The amount of data generated by enterprises is grow-
ing exponentially, and enterprises are facing the problem 
of limited storage space. With the growth of data, enter-
prises have higher and higher requirements for storage 
performance and access speed [6]. More and more com-
panies decided to use NAS to solve this issue. NAS can 
be applied to video surveillance systems and intelligent 
perception systems. It serves as a data storage center for 
intelligent perception systems, providing data storage and 
management services [7]. It is also used in some public fa-
cilities such as digital libraries. The advantages of greater 
scalability, remote storage, high performance, greater data 
integrity and availability, and higher security formed by 
the convergence of NAS and SAN are necessities for the 
development of digital libraries [8]. Because NAS com-
patibility and scalability cannot be replaced, it becomes 
necessary in many sectors of companies.

3. Methodological Techniques and 
Modelling Foundations
3.1 NAS Architecture and Working Principle

    
Fig. 1 NAS work in local area network 

As shown in Fig.1, the NAS consists of essential components such as CPU, memory, and multiple 
hard drives. These hardware elements are responsible for managing the data stored within the NAS, 
with the hard drives typically organized in a RAID configuration for data redundancy. File systems 
such as ext4, Btrfs, and ZFS are installed in the NAS. These file systems provide advanced features 
such as data integrity, snapshotting, and efficient space management, allowing the NAS to handle 
large volumes of data effectively. Clients access the NAS via network protocols (NFS, SMB, AFP for 
macOS) over standard network interfaces like Ethernet. The NAS device assigns IP addresses and 
integrates into existing network topologies, whether LAN or WAN. For read and write operations, 
when a client requests a file, the NAS retrieves it from the underlying storage, transmits it over the 
network via the appropriate protocol, and serves it to the client. The reverse process occurs during 
file writes. Some NAS systems employ caching mechanisms, where frequently accessed data is stored 
in faster memory (RAM) to reduce latency and improve performance.  

In essence, NAS systems simplify data storage and sharing across networks, providing a robust, 
scalable, and secure solution for both home and enterprise environments. Through efficient file 
system management, versatile data transmission protocols, and seamless network integration, NAS 
offers a centralized hub for all data storage needs.  
3.2 Design and Optimization of High-Performance NAS Systems 

Redundant Arrays of Independent Disks (RAID) is a method to separate the data into different 
disks and store it. It has different levels, RAID 1, 5, and 6 are common to use. This method substitutes 
the disk mirroring by faster speed and less storage space occupy.  

Fig. 1 NAS work in local area network

2



Dean&Francis

As shown in Fig.1, the NAS consists of essential com-
ponents such as CPU, memory, and multiple hard drives. 
These hardware elements are responsible for managing the 
data stored within the NAS, with the hard drives typically 
organized in a RAID configuration for data redundancy. 
File systems such as ext4, Btrfs, and ZFS are installed in 
the NAS. These file systems provide advanced features 
such as data integrity, snapshotting, and efficient space 
management, allowing the NAS to handle large volumes 
of data effectively. Clients access the NAS via network 
protocols (NFS, SMB, AFP for macOS) over standard 
network interfaces like Ethernet. The NAS device assigns 
IP addresses and integrates into existing network topol-
ogies, whether LAN or WAN. For read and write opera-
tions, when a client requests a file, the NAS retrieves it 
from the underlying storage, transmits it over the network 
via the appropriate protocol, and serves it to the client. 
The reverse process occurs during file writes. Some NAS 

systems employ caching mechanisms, where frequently 
accessed data is stored in faster memory (RAM) to reduce 
latency and improve performance.
In essence, NAS systems simplify data storage and shar-
ing across networks, providing a robust, scalable, and se-
cure solution for both home and enterprise environments. 
Through efficient file system management, versatile data 
transmission protocols, and seamless network integration, 
NAS offers a centralized hub for all data storage needs.

3.2 Design and Optimization of High-Perfor-
mance NAS Systems
Redundant Arrays of Independent Disks (RAID) is a 
method to separate the data into different disks and store 
it. It has different levels, RAID 1, 5, and 6 are common to 
use. This method substitutes the disk mirroring by faster 
speed and less storage space occupy.

 
Fig. 2 RAID 5 principle  

As shown in Fig.2, this graph illustrates how RAID works in a basic way. For example, it can 
increase the speed of the hard disk drive in total. We use 3 disks to store the file at the same time, so 
technically it can have triple the speed of a single disk. However, this operation also triples the 
probability of losing files due to hard drive corruption, because each one disk broke will lead to the 
file loss. In this situation, parity check is introduced in the RAID. The basic logic in parity check is 
Exclusive OR (XOR). It is necessary that XOR the elements on different disks and store the result on 
another disk. If one of the data disks fails, the sum of the remaining elements can be subtracted from 
the parity value by [9]. Conversely, if more than two disks break, the file will be lost, because the 
result of the XOR operation can only be inverted to an unknown element. This is also the reason why 
files cannot be separated into plenty of disks to increase the read and write speed. In this example, 
RAID needs 33% extra storage space. By contrast, the disk mirroring needs 100% extra storage space. 
According to the enterprise hardware and software equipment, RAID improves the speed and 
reliability of enterprise data storage, the key to achieving large-capacity dynamic security storage [9].  

The quality of hardware is a primary part of building a high-performance NAS. The enterprise 
NAS in the market uses a similar way in disk to increase the speed. They use solid-state drives as a 
hub to offset the large speed difference between HDD and RAM.   
4. Applications 
4.1 Home 
   NAS has become a key component in modern smart homes, especially as a central hub in 
multimedia centers. NAS systems offer powerful and versatile features that enhance media streaming, 
high-definition (HD) content management, and cross-device sharing, making them ideal for a 
connected and intelligent home environment. 

One of the primary uses of NAS in a home multimedia center is media streaming. NAS systems 
can store vast libraries of audio, video, and image files, allowing them to be accessed by various 
devices throughout the home. With the rise of HD and 4K content, NAS provides a robust platform 
that can handle the large file sizes associated with high-resolution media. Unlike traditional storage 
solutions, NAS can stream media directly to devices such as smart TVs, tablets, and smartphones 
without buffering delays or performance degradation, even when multiple streams are being accessed 
simultaneously [10]. 

HD content management is another area where NAS excels. With a NAS device, users can store 
and organize their HD movies, TV shows, and music in a centralized location, making it easy to 
manage large libraries of media files. Advanced NAS systems often come equipped with software 
that automatically categorizes and tags media files, allowing users to search for and retrieve content 

Fig. 2 RAID 5 principle
As shown in Fig.2, this graph illustrates how RAID works 
in a basic way. For example, it can increase the speed of 
the hard disk drive in total. We use 3 disks to store the 
file at the same time, so technically it can have triple the 
speed of a single disk. However, this operation also triples 
the probability of losing files due to hard drive corruption, 
because each one disk broke will lead to the file loss. In 
this situation, parity check is introduced in the RAID. The 
basic logic in parity check is Exclusive OR (XOR). It is 
necessary that XOR the elements on different disks and 
store the result on another disk. If one of the data disks 
fails, the sum of the remaining elements can be subtracted 
from the parity value by [9]. Conversely, if more than two 
disks break, the file will be lost, because the result of the 
XOR operation can only be inverted to an unknown ele-

ment. This is also the reason why files cannot be separated 
into plenty of disks to increase the read and write speed. 
In this example, RAID needs 33% extra storage space. 
By contrast, the disk mirroring needs 100% extra storage 
space. According to the enterprise hardware and software 
equipment, RAID improves the speed and reliability of 
enterprise data storage, the key to achieving large-capaci-
ty dynamic security storage [9].
The quality of hardware is a primary part of building a 
high-performance NAS. The enterprise NAS in the market 
uses a similar way in disk to increase the speed. They use 
solid-state drives as a hub to offset the large speed differ-
ence between HDD and RAM.
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4. Applications
4.1 Home
NAS has become a key component in modern smart 
homes, especially as a central hub in multimedia centers. 
NAS systems offer powerful and versatile features that 
enhance media streaming, high-definition (HD) content 
management, and cross-device sharing, making them ideal 
for a connected and intelligent home environment.
One of the primary uses of NAS in a home multimedia 
center is media streaming. NAS systems can store vast 
libraries of audio, video, and image files, allowing them 
to be accessed by various devices throughout the home. 
With the rise of HD and 4K content, NAS provides a ro-
bust platform that can handle the large file sizes associat-
ed with high-resolution media. Unlike traditional storage 
solutions, NAS can stream media directly to devices such 
as smart TVs, tablets, and smartphones without buffering 
delays or performance degradation, even when multiple 
streams are being accessed simultaneously​ [10].
HD content management is another area where NAS 
excels. With a NAS device, users can store and organize 
their HD movies, TV shows, and music in a centralized 
location, making it easy to manage large libraries of me-
dia files. Advanced NAS systems often come equipped 
with software that automatically categorizes and tags 
media files, allowing users to search for and retrieve con-
tent quickly. Furthermore, NAS devices typically support 
various media formats and codecs, ensuring compatibility 
with different media players across the home​ [11].
NAS also plays a crucial role in cross-device sharing and 
smart home integration. A NAS device can be the central 
hub for all devices connected to a home network, enabling 
seamless sharing of files between computers, tablets, 
smartphones, and other smart devices. This cross-device 
sharing capability is particularly beneficial in a smart 
home environment where multiple devices need to access 
and share data. For example, a NAS can serve as a central 
repository for smart home automation scripts, security 
camera footage, and other essential data, providing a uni-
fied platform for managing a wide range of smart home 
functions​ [11].
As the centerpiece of a smart home, NAS offers several 
advantages. It can act as the brains behind home automa-
tion systems, managing everything from lighting and cli-
mate control to security and entertainment. By integrating 
with other smart devices, a NAS can automate tasks based 
on user preferences and schedules, making the home more 
efficient and responsive to the needs of its occupants.
Moreover, NAS systems can enhance the entertainment 
experience by acting as a media server that supports a 

wide range of devices. Whether streaming movies to a 
smart TV or music to wireless speakers, a NAS can han-
dle the demands of a modern multimedia setup, providing 
a smooth and uninterrupted experience​ [10].

4.2 NAS in Large Enterprises and Cross-Geo-
graphical Environments
In large enterprises and geographically dispersed environ-
ments, Network-Attached Storage (NAS) systems offer 
critical advantages in multi-location data synchronization, 
distributed file systems, and high-availability architec-
tures. These capabilities make NAS systems an asset for 
organizations that operate across multiple locations and 
require robust, scalable, and efficient storage solutions.
One of the most significant benefits of NAS in a large 
enterprise is its ability to synchronize data across mul-
tiple locations. With employees and teams working in 
different offices or even countries, it is crucial to ensure 
that everyone has access to the latest versions of files and 
documents. NAS systems facilitate real-time data syn-
chronization, ensuring that changes made in one location 
are instantly reflected across all other sites. This not only 
improves collaboration but also reduces the risk of data 
inconsistencies and version control issues​ [10]. In addi-
tion, modern NAS systems support advanced data replica-
tion technologies that ensure data is consistently updated 
across different geographic locations, providing a seam-
less experience for users no matter where they are located​ 
[11].
NAS systems can also be deployed as part of a distributed 
file system, allowing enterprises to manage and access 
data across multiple sites as if it were stored in a single 
location. This capability is particularly important for 
businesses with large datasets that need to be accessed 
by various departments or offices around the globe. By 
implementing a distributed file system, organizations can 
reduce latency, improve data access speeds, and ensure 
that critical files are always available, regardless of the us-
er’s location​ [10]. Moreover, NAS systems can integrate 
with cloud services to further extend data accessibility and 
storage capacity, making it easier for enterprises to scale 
their operations as needed.
High availability is another critical factor for large enter-
prises, especially those that rely on continuous access to 
their data and services. NAS systems support high-avail-
ability architectures by providing features such as data re-
dundancy, failover mechanisms, and automated backups. 
These features ensure that even in the event of hardware 
failures or network outages, data remains accessible, and 
business operations can continue without interruption​ 
[11]. Additionally, NAS systems can be configured in 
a clustered environment, where multiple NAS devices 
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work together to provide a single, highly available storage 
solution. This clustering approach not only enhances data 
redundancy but also improves overall system performance 
by distributing the workload across multiple devices​ [10].

5. Experimentation and Model Evalua-
tion
5.1 Performance Testing and Evaluation of 
NAS Systems
To evaluate the performance of NAS systems, several 
standard testing methods are commonly used, including 
measuring data throughput, latency, and I/O operations 
per second (IOPS). These metrics provide insight into the 
system’s efficiency under varying configurations and net-
work environments.
For instance, in a study by Nagle et al. (1999), perfor-
mance scalability was demonstrated by comparing NASD 
(Network-Attached Secure Disks) systems with traditional 
server-attached disk configurations. The NASD architec-
ture enables direct data transfers between clients and stor-
age devices, bypassing the file manager and thereby re-
ducing latency and increasing throughput. This approach 
contrasts with the server-attached model, where the data 
must pass through an intermediary server, creating a bot-
tleneck [12].
Furthermore, Zhu and Hu (2003) emphasized the impor-
tance of encryption and security in NAS systems, which, 
while crucial for data protection, can introduce perfor-
mance overhead. Their experiments showed that even 
with strong cryptographic measures, such as those used in 
the SNARE system, the performance degradation for large 
sequential disk accesses was relatively minimal, ranging 
from 9% to 25% [13].
The testbed used for these experiments typically involves 
varying the number of clients, the type of network connec-
tion, and the NAS configuration (e.g., RAID levels, cach-
ing strategies). By analyzing these variables, researchers 
can determine the optimal setup for specific use cases, 
such as high-availability environments or cost-sensitive 
applications [12].

5.2 Reliability and Data Security Evaluation 
of NAS Systems
Reliability and data security are paramount for NAS 
systems, especially in environments where data integrity 
and availability are critical. The reliability of NAS can 
be enhanced through redundancy mechanisms like RAID 
(Redundant Array of Independent Disks). Different RAID 
configurations (RAID 0, 1, 5, 6, etc.) provide varying 
levels of fault tolerance and performance. RAID 5, for 
example, offers a good balance between performance and 

redundancy by distributing parity information across all 
disks, allowing data recovery in case of a single disk fail-
ure [12].
The SNARE security scheme further addresses the is-
sue of data security by utilizing a combination of strong 
cryptography and capability-based access control. This 
approach ensures that only authorized users can access the 
stored data, and it protects against common threats such 
as eavesdropping, tampering, and replay attacks. Addi-
tionally, SNARE’s design minimizes the computational 
overhead on NAS devices by offloading encryption and 
decryption processes to clients, which helps maintain per-
formance levels while ensuring robust security [13].
During fault recovery scenarios, such as disk failures or 
network interruptions, the NAS system’s design must 
ensure minimal data loss and quick recovery times. The 
use of advanced RAID levels, combined with network-at-
tached secure disks (NASD) that provide direct data paths 
from storage to client, can significantly reduce recovery 
times and enhance system reliability [12].

5.3 Cost-Effectiveness Analysis of NAS Sys-
tems
Analyzing the cost-effectiveness of NAS systems in-
volves considering both initial investment and ongoing 
operational costs, including maintenance and scalability. 
Performance and reliability testing results directly inform 
this analysis. For example, while deploying a NAS system 
with high-end RAID configurations and robust security 
features like SNARE might require a higher initial invest-
ment, the reduced risk of data loss and lower downtime 
costs can result in overall savings over time [13].
In environments requiring scalable and high-performance 
storage solutions, NAS systems can provide a cost-effec-
tive alternative to traditional storage solutions. The NASD 
architecture, with its ability to scale linearly with added 
storage devices and network capacity, represents a sig-
nificant advantage. According to studies, deploying NAS 
systems in high-performance computing environments 
or large data centers can lead to substantial cost savings, 
particularly when considering the total cost of ownership 
(TCO) [12].
Moreover, the integration of user-level networking tech-
nologies, such as the VI Architecture (VIA), into NAS 
systems can further reduce costs by optimizing data flow 
and minimizing the need for expensive server hardware. 
This approach allows for direct client-to-storage data 
transfers, reducing the network infrastructure’s load and 
lowering both hardware and energy costs [12].
Figures depicting the network configurations and perfor-
mance metrics, such as throughput and latency compari-
sons between different NAS architectures, are essential to 
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provide a visual understanding of the experimental results. 
For example, Figure 1 could illustrate the performance 
difference between NASD and traditional server-attached 
disk systems, highlighting the benefits of direct data paths 
in terms of reduced latency and increased throughput [13].
Additionally, diagrams illustrating RAID configurations 
and their impact on NAS reliability and performance 
could help visualize the trade-offs between different set-
ups. Figures showcasing the impact of encryption on data 
transfer rates, as discussed in the SNARE system analysis, 
would also be valuable to highlight the security versus 
performance balance [13].

6. Conclusion
6.1 Summary of Findings
NAS technology has shown significant promise in various 
applications, from home environments to large enterpris-
es. The versatility of NAS systems lies in their ability to 
manage data efficiently, optimize storage resources, and 
facilitate seamless cross-device sharing. In home and 
small business settings, NAS systems serve as centralized 
data hubs, providing secure and reliable storage solutions 
that are both cost-effective and easy to manage. They offer 
users a convenient means to store, share, and access data 
across multiple devices, enhancing the overall user experi-
ence through high-speed data transfers and robust security 
features.
In enterprise environments, NAS systems address the 
growing demands for high-performance storage and data 
management. As businesses generate vast amounts of 
data, the need for scalable and efficient storage solutions 
becomes critical. NAS technology, with its support for 
various RAID configurations and advanced file systems, 
provides the necessary infrastructure to handle large vol-
umes of data while maintaining data integrity and security. 
Moreover, NAS systems can integrate seamlessly with ex-
isting network infrastructures, allowing for easy scalabili-
ty and adaptability to changing business needs.
Furthermore, NAS technology has proven effective in 
environments requiring high availability and data redun-
dancy. With features such as automated backups, failover 
mechanisms, and data replication, NAS systems ensure 
continuous access to critical data, even in the event of 
hardware failures or network disruptions. This makes 
NAS an invaluable asset in sectors where data accessi-
bility and reliability are paramount, such as healthcare, 
finance, and digital media.

6.2 Future Research Directions
Looking ahead, there are several promising avenues for 
further research and development in NAS technology. 

One potential area of exploration is the design of new file 
systems optimized for NAS environments. Current file 
systems, while robust, may not fully leverage the unique 
capabilities of NAS architectures. Developing file systems 
that are specifically tailored for network storage could 
enhance performance, data management, and security, 
providing a more efficient storage solution for diverse ap-
plications.
Another critical area for future research is the develop-
ment of new network protocols designed to optimize data 
transmission in NAS systems. As network speeds increase 
and data volumes grow, traditional network protocols 
may become bottlenecks, limiting the performance of 
NAS systems. Innovative protocols that reduce latency, 
improve data throughput, and enhance network reliability 
could significantly boost NAS performance, particularly 
in high-demand environments such as data centers and 
cloud storage infrastructures.
Finally, the integration of NAS technology with emerging 
trends such as edge computing and the Internet of Things 
(IoT) presents a valuable research frontier. As more devic-
es connect to networks and generate data at the edge, the 
demand for localized storage and processing capabilities 
will increase. NAS systems could be adapted to serve as 
edge storage nodes, providing localized data management 
and processing capabilities that reduce latency and band-
width usage while enhancing data security and privacy.
In conclusion, NAS technology offers a robust, scalable, 
and versatile solution for modern data storage needs. By 
continuing to innovate and explore new technologies and 
applications, the potential of NAS systems can be further 
unlocked, providing even greater value to users across a 
wide range of environments. Future research and develop-
ment efforts should focus on enhancing the core capabil-
ities of NAS, exploring new technologies and protocols, 
and expanding the applicability of NAS systems to meet 
the evolving needs of the digital landscape.
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