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Abstract:
This article aims to study and analyze issues related to user privacy information sharing and limitation management 
on social media. It examines the actions users take regarding information sharing in various situations and proposes 
effective privacy management measures to help users better secure their personal privacy. Based on survey data, 
the analysis makes two key assumptions: first, there is a negative correlation between users’ reception of privacy 
management policies and the frequency of experiencing privacy information leaks; second, there is a positive correlation 
between the reception of privacy management policies and users’ privacy management actions. The analysis reveals 
several findings: privacy information management practices are generally prevalent among social media users, users 
face significant challenges in managing privacy information, and most social media users have experienced personal 
privacy information leaks. These insights are crucial for understanding privacy management actions in social media 
environments and for developing effective privacy management policies.
Keywords: Privacy Management; Social Media; Information Sharing; Data Security.

1. Introduction
Social media has become an indispensable part of modern 
life, primarily serving the functions of information dis-
semination and communication. While this has greatly fa-
cilitated people’s lives, improper use of social media can 
pose significant risks to privacy. For example, the wide-
spread use of smartphones and the internet, along with 
social media platforms like WeChat, Weibo, Facebook, 
and Twitter, offers users convenient channels for commu-
nication and information sharing. However, these plat-
forms also face public concerns about privacy issues. In 
the current era of extensive social media proliferation, the 
sharing of private information has become more frequent, 
increasing potential privacy risks. When users share per-
sonal information without adequate privacy management 
measures, it may result in misuse of their data and lead to 
serious consequences such as identity theft and financial 
loss. Addressing privacy issues requires not only user 
awareness but also appropriate management by platforms 
and regulators. Poor management can result in privacy 
breaches that infringe upon other important personal 
rights. Therefore, this paper focuses on studying user pri-
vacy and sharing boundaries on social media, which holds 
significant practical importance.

Firstly, this research aims to enhance users’ awareness of 
privacy protection by examining the relationship between 
users’ understanding of privacy boundary management 
and the risk of privacy breaches, thereby highlighting the 
importance of user education. Secondly, the study seeks 
to optimize privacy policies by exploring the correlation 
between users’ awareness of privacy policies and their pri-
vacy management behaviors, offering recommendations 
for improving social media privacy policies.

2. Literature Review
2.1 Domestic Research
In recent years, with the rapid development of social me-
dia, the issue of personal privacy protection has gradually 
become a focal point of academic research. Academics 
are currently focusing on the management of privacy 
boundaries between users on social media platforms. The 
primary concern is that the use of social media has gradu-
ally blurred users’ privacy boundaries, leading to serious 
privacy problems. This blurring of privacy boundaries 
negatively impacts users’ experiences with social media, 
causing burnout and a negative user experience.
First, regarding the problem of loss of control and adap-
tation of social media users’ privacy boundaries, existing 
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studies have indicated that with the widespread use of 
social media platforms, users’ privacy boundaries are 
increasingly blurred, leading to a loss of control over pri-
vate information. To address this issue, users actively or 
passively adopt privacy boundary management strategies 
to readjust their privacy protection measures [1, 2]. Proac-
tive and positive privacy boundary management strategies 
can help users maintain spatial independence and privacy 
security on social media.
Additionally, to address the issue of privacy boundaries 
and social media burnout, major scholars in China have 
explored WeChat as a case study. Relevant studies have 
pointed out that the blurring of privacy boundaries on 
social media platforms such as WeChat leads to user burn-
out. This phenomenon suggests that users need clearer 
privacy boundary management to reduce negative experi-
ences in social media use [3].
Finally, on the issue of privacy interpretation, scholars 
suggest that boundary management of relational intercon-
nectivity and mutuality is crucial for privacy protection. 
They argue that the high degree of mutuality and intercon-
nectedness in sharing private information on social media 
platforms requires users to be more cautious in sharing in-
formation to avoid privacy leakage [4]. The latest research 
on blockchain in China has proposed new entry points 
and topics for social media privacy security research. The 
introduction of blockchain technology provides a new 
solution for social media users’ privacy protection. How-
ever, blockchain technology also brings new challenges 
and problems [5]. In Conclusion, domestic scholars have 
achieved significant results in social media privacy protec-
tion research. However, most research remains theoretical, 
with limited application to actual social media cases.

2.2 Foreign Research
Globally, the issue of social media user privacy manage-
ment has likewise attracted widespread attention. Foreign 
scholars have conducted numerous studies in this field, 
exploring the motivations for sharing private information 
on different platforms and their boundary management 
strategies, with a wide range of applications in practice. 
For example, Hollenbaugh studied the privacy manage-
ment strategies of social media natives on Facebook and 
Snapchat. The study revealed significant differences in 
privacy management approaches on different platforms, 
indicating that users adjust their sharing content according 
to platform characteristics. On Snapchat, users are more 
inclined to share more private information due to the 
ephemeral nature of the content, while on Facebook, users 
are more cautious [6]. This study highlights the important 
influence of platform characteristics on users’ privacy 

management strategies.
Additionally, foreign research on the privacy management 
of social media users is characterized by interdisciplinar-
ity. Some studies have explored the social media privacy 
management issues of teenage groups. Research shows 
that teenagers pay more attention to protecting sensitive 
information when dealing with personal privacy, while in 
terms of interpersonal privacy management, they adopt 
different strategies according to different social circles [7]. 
When dealing with close friends, adolescents are more 
inclined to share more personal information, whereas they 
maintain a higher awareness of privacy protection when 
dealing with general friends or strangers.
Furthermore, privacy issues on social media involve not 
only the protection of personal information but also users’ 
knowledge and attitudes towards privacy settings and 
policies. Users’ knowledge of platform privacy policies 
directly affects their privacy management behavior [8].
Moreover, foreign research areas also include studies on 
consumers’ ability to self-manage their privacy on social 
media. Some studies suggest that although users can man-
age their personal information through privacy settings, 
this self-management is still insufficient in the face of 
a complex privacy environment [9]. The study recom-
mended that platforms provide more privacy protection 
tools and enhance privacy education for users to improve 
their privacy management ability. Laitinen and Sivunen 
explored the facilitators and constraints of employees’ 
information sharing on corporate social media and found 
that corporate culture, technical support, and privacy 
protection measures are important factors influencing em-
ployees’ information sharing behavior [10].
Although existing research has achieved important results 
in the field of social media privacy management, there are 
still some shortcomings. There are fewer studies on pri-
vacy management behaviors in different cultural contexts, 
and research on the application of emerging technologies 
such as blockchain in privacy protection still needs to be 
deepened. Future research can further explore user privacy 
management strategies in multi-platform and multi-cultur-
al contexts, as well as the impact of new technologies on 
privacy protection, to provide more comprehensive priva-
cy protection solutions.

3. Research Methods
To comprehensively explore the phenomenon of privacy 
information sharing and boundary management among 
social media users and to test the research hypotheses, this 
study has designed a research methodology and frame-
work that combines qualitative and quantitative analysis. 
This chapter will discuss in detail the materials and meth-
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ods used in the study, covering the application of both 
primary and secondary materials, as well as the various 
research methods employed.

3.1 Theoretical Framework
Based on the theory of communication privacy manage-
ment, this study examines the definition of users’ privacy 
boundaries and management strategies in social media. 
The theory emphasizes the boundary management of pri-
vacy information and its dynamic adjustment, which is 
suitable for analyzing privacy protection in social media 
[11].
In addition, this study applies the theory of privacy com-
putation to analyze users’ trade-offs between privacy risks 
and benefits and to understand users’ decision-making 
processes in sharing private information [12].

3.2 Questionnaire
This study primarily employs a questionnaire survey 
method to collect a large amount of quantitative data. The 
questionnaire includes multiple-choice questions, scoring 
questions, and short-answer questions, covering users’ 
knowledge of privacy boundary management and privacy 
policies, privacy management behavior, and experiences 
of privacy leakage. The questionnaire data will be ana-
lyzed using descriptive statistics, regression analysis, and 
other statistical methods to ensure the accuracy and reli-
ability of the data.
Quantitative analysis methods, such as correlation anal-
ysis and regression analysis, are used to explore the rela-
tionship between users’ privacy management behaviors 
and their awareness levels and privacy policy awareness. 
In terms of variable setting, this study includes three types 
of variables: independent variables, dependent variables, 
and mediator variables.
Independent Variables: IV1) Users’ Knowledge of Privacy 
Boundary Management: user’s cognitive level of privacy 
boundary management, understanding of privacy infor-
mation, cognition of privacy risk, and mastery of privacy 
management strategies. IV2) Users’ Knowledge of Priva-
cy Policies: the level of users’ knowledge and understand-
ing of social media privacy policies, including the content, 
terms, and conditions of privacy policies.
Dependent Variables: DV1) Privacy Breach Experience: 
the privacy leakage incidents experienced by users on 
social media, including the type, frequency, and impact of 
the leakage. DV2) Privacy Management Behavior: users’ 
privacy management behaviors on social media, including 
the adjustment of privacy settings, the degree of caution 
in sharing information, and the use of privacy protection 
tools. DV3) Privacy Management Ability: user’s ability 
to manage privacy, including recognizing privacy risks, 

taking protective measures, and responding to privacy 
breaches.
Mediating Variables: MV1) Privacy Protection Aware-
ness: users’ awareness of the importance of privacy and 
their willingness to protect privacy. MV2) Knowledge of 
Privacy Laws and Regulations: users’ knowledge of and 
compliance with privacy protection-related laws and regu-
lations.
In terms of participant selection, this study uses a combi-
nation of random sampling and stratified sampling to draw 
representative samples from social media users of differ-
ent ages, genders, and educational levels. This approach 
ensures the diversity and representativeness of the sample 
to obtain comprehensive and reliable data.

3.3 Hypotheses
This study proposes the following two hypotheses:
H1: The higher the level of awareness of privacy bound-
ary management among social media users, the fewer in-
stances of privacy breaches they experience.
H2: The level of awareness of privacy policies is positive-
ly correlated with users’ privacy management behaviors.

4. Results
4.1 Descriptive Analysis
In the descriptive statistics results, the mean value is pri-
marily used to describe the central tendency of the data. 
As Table 1 shows, the mean value of the frequency of reg-
ular checking of privacy settings among surveyed users 
is 4.2, indicating that most users perform regular and fre-
quent privacy settings checks. The mean value of caution 
in sharing personal information is 4.5, showing that most 
users are very cautious when sharing personal informa-
tion.
The standard deviation is mainly used to describe the vari-
ability of the overall data. Among the surveyed users, the 
standard deviation for the frequency of regular checking 
of privacy settings is 0.8, indicating some variation in 
users’ behavior regarding the frequency of checking. The 
standard deviation for the degree of caution in sharing 
personal information is 0.6, suggesting that users are rela-
tively consistent in this behavior.
Finally, the distribution of frequencies characterizes the 
proportions of different categories. For example, 78% of 
users in the survey frequently check their privacy settings, 
and 85% are very cautious about sharing personal infor-
mation. These proportions reflect the percentage of users 
who engage in specific privacy management behaviors.
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Table 1. Results of Descriptive Statistical Analysis
Variable Mean Standard Deviation Frequency Distribution(%)

Privacy settings check frequency 4.2 0.8 Often 78%, Occasionally 22%
The rate of cautiousness about 
sharing personal information 4.5 0.6 Very cautious 85%, Cautious 15%

Privacy policy reading frequency 3.1 1.1 Often 15%, Occasionally 85%

4.2 Correlation Analysis
Pearson’s correlation coefficient was used for the cor-
relation analysis in this study, aiming to analyze the re-
lationships between the variables. As Table 2 shows, the 
correlation coefficient between the level of awareness of 
privacy boundary management and privacy management 
behavior is 0.68, indicating a strong positive correlation 
between the two. This suggests that the higher the level 

of users’ awareness of privacy boundary management, 
the more proactive their privacy management behavior. 
Similarly, the correlation coefficient between the level of 
awareness of privacy policy and privacy management be-
havior is 0.62, also indicating a positive relationship. This 
means that the higher the level of users’ awareness of pri-
vacy policy, the more proactive their privacy management 
behavior.

Table 2. Results of Correlation Analysis

Variable Correlation coefficient of privacy 
management behavior

Correlation coefficient of privacy 
leakage experience

Privacy boundary management awareness 
level 0.68 -0.45

Privacy policy awareness 0.62 -0.40

4.3 Regression Analysis
The regression analysis in this study employed a multiple 
linear regression model to test the effects of the level of 

knowledge of privacy boundary management and the level 
of knowledge of privacy policies on privacy management 
behaviors and the experience of privacy breaches.
Regression Model 1: DV2 = 0.52 * IV1 + 0.35 * IV2 + ε

Table 3. Regression Analysis of Privacy Management Behaviors

Variable Regression 
coefficient Standard error t-value p-value

Privacy boundary management awareness 
level 0.52 0.08 6.5 <0.001

Privacy policy awareness 0.35 0.10 3.5 <0.01

As Table 3 shows, the regression coefficient for the level 
of privacy boundary management awareness is 0.52, in-
dicating that for every unit increase in privacy boundary 
management awareness, the privacy management behav-
ior score increases by 0.52 units, controlling for other 
variables. The standard error is 0.08, the t-value is 6.5, 
and the p-value is less than 0.001, showing that this rela-
tionship is highly statistically significant. Thus, the higher 
the level of privacy boundary management awareness, the 
more positive the user’s privacy management behavior.
The regression coefficient for privacy policy awareness is 

0.35, indicating that for every unit increase in privacy pol-
icy awareness, the privacy management behavior score in-
creases by 0.35 units, controlling for other variables. The 
standard error is 0.10, the t-value is 3.5, and the p-value 
is less than 0.01, demonstrating that this relationship is 
also significant. Thus, the higher the user’s awareness of 
privacy policy, the more standardized their privacy man-
agement behavior.
Regression Model 2: DV1 = -0.45 * IV1 - 0.40 * IV2 + ε
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Table 4. Regression Model of Privacy Breach Experience

Variable Regression 
coefficient Standard error t-value p-value

Privacy boundary management awareness level -0.45 0.07 -6.4 <0.001
Privacy Policy Awareness -0.40 0.09 -4.4 <0.01

As Table 4 shows, the regression coefficient for the level 
of privacy boundary management awareness is -0.45, in-
dicating that for every unit increase in privacy boundary 
management awareness, the probability of experiencing 
a privacy breach decreases by 0.45 units, controlling for 
other variables. The standard error is 0.07, the t-value is 
-6.4, and the p-value is less than 0.001, demonstrating that 
this relationship is highly statistically significant. Thus, 
higher awareness of privacy boundary management is as-
sociated with a lower likelihood of experiencing a privacy 
breach.
The regression coefficient for privacy policy awareness 
is -0.40, suggesting that for every unit increase in priva-
cy policy awareness, the probability of experiencing a 
privacy breach decreases by 0.40 units, controlling for 
other variables. The standard error is 0.09, the t-value is 
-4.4, and the p-value is less than 0.01, indicating that this 
relationship is also significant. Thus, greater awareness of 
privacy policies is associated with a reduced likelihood of 
experiencing a privacy breach.

5. Discussion
The results from this study validate the hypotheses pro-
posed. First, the higher the level of user awareness of 
privacy boundary management, the lower the experience 
of privacy breaches. Survey data indicates that only 25% 
of users with a high level of awareness of privacy bound-
ary management have experienced a privacy breach, 
compared to 68% of users with a low level of awareness. 
Second, users’ awareness of privacy policy is positively 
related to their privacy management behavior. The data 
reveals that 82% of users with high awareness of privacy 
policies regularly check their privacy settings, while only 
39% of users with low awareness do so.
Based on survey findings, some core aspects of privacy 
management and protection among social media users are 
revealed. First, user privacy management behaviors are 
universal. The majority of surveyed users regularly check 
their social media privacy settings and are cautious when 
sharing personal information. Specifically, 78% of respon-
dents check their privacy settings regularly, and 85% are 
very cautious about sharing personal information. This 
indicates a recognition of the importance of privacy man-

agement and a commitment to protective measures.
However, despite an awareness of privacy management, 
there is a considerable gap in understanding privacy pol-
icies. Users face significant challenges related to privacy 
protection, particularly in understanding privacy policies. 
The data shows that 62% of respondents do not read pri-
vacy policies carefully before using social media, and 
many are unable to accurately understand the content. 
Social media platforms need to provide clearer and more 
understandable privacy policies and enhance efforts to 
disseminate and train users on privacy policy content.
Furthermore, privacy breaches are prevalent, highlighting 
the high risk users face when using social media. Specifi-
cally, 45% of surveyed users reported having experienced 
a privacy breach on social media platforms. This under-
scores the need for strengthened privacy protection mea-
sures.
In summary, the main findings of this study demonstrate 
that while users generally pay attention to privacy man-
agement, there remains a need for improved understanding 
of privacy policies. Increasing users’ awareness of privacy 
boundary management and enhancing the transparency 
and comprehensibility of privacy policies can effectively 
improve privacy management practices and reduce the 
risk of privacy breaches.

6. Conclusion
This study highlights the critical importance of privacy 
management in today’s social media environment. It 
demonstrates that increasing users’ awareness of privacy 
boundary management can significantly reduce the risk 
of privacy breaches. Specifically, the findings reveal that 
enhancing users’ knowledge about privacy protection is 
crucial, and social media platforms should focus on im-
proving the transparency and accessibility of their privacy 
policies to help users better understand and utilize them 
for effective privacy protection. Finally, the research pro-
vides empirical support for communication privacy man-
agement theory, validating its application in explaining 
user privacy behavior. This not only enriches the academ-
ic understanding of privacy management but also offers a 
solid foundation for practical strategies aimed at protect-
ing user privacy.
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Despite the strong theoretical support from communica-
tion privacy management theory, practical applications 
reveal several flaws. First, uneven user cognition affects 
survey data. Users’ understanding of privacy boundaries 
varies based on education and experience. Higher-educat-
ed or more experienced users may have better knowledge 
of privacy management, leading to differences in behavior 
and breach experiences. Second, complex privacy poli-
cies pose challenges. Lengthy, jargon-filled, or frequently 
changing policies create barriers to comprehension, neg-
atively impacting users’ privacy management. Third, dif-
ferences in platform design can introduce data bias. Social 
media platforms vary in their privacy controls and trans-
parency. Platforms with better privacy settings allow for 
more effective management of private information, while 
less transparent platforms may skew survey results.
Despite the important findings of this study, there are 
several areas that warrant further exploration. One area 
for future research is cross-cultural comparative studies. 
Investigating privacy management behaviors in different 
cultural contexts and analyzing the impact of cultural 
differences on privacy protection strategies will provide a 
more comprehensive reference for developing global pri-
vacy protection policies.
Another area of interest is the long-term effects of privacy 
protection measures. While existing studies often focus 
on short-term outcomes, evaluating the long-term effects 
is crucial. Tracking studies could offer insights into the 
sustained impact of privacy protection strategies on user 
behavior and psychology, which would help in formulat-
ing more effective privacy protection policies.
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